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N£oc yUpog dianpaypatetoswv pera&u HMA ka1 EE yia Tnv
KAaTanoA€Unon TNG XpnHATodoTnonG TnG TPOHOKPATIaAG

NG Aavang - ®pavtoéokag ApXIavopiTn
MeTanTuyiakng ®oItiTpIag kai
Aokiung EpsuvnTpiag K.E.AIA.

Mia and T Mo NpooPaTeg kal eEaIpeTIKOU evOIaPEPOVTOG OpAcelg TNG Eupwnaikng
Enirponng €AaBe ywpa oTic 24/03/2010 kai a@opd oTnv evrioAn JleEaywyng
dlanpaypateuoswy PeTal HMA kar Eupwnaikng ‘Evwong pe okond Tnv eniTeuén piag
OUPQWVIAG WG ouvéxela Tou Mpoypauupatog NapakoholBnong yia Tn XpnuatodoTnon
NG Tpopokpatiag (MMXT)!. AvTikeipyevo TnG oupgwviag authg Ba sival n diapipaon
O€DOPEVIV XPNHATONIOTWTIKWOV CUVAAaywv PeTa&u E.E. kai HMNA. 'HOn anod Tig 25
®eBpouapiou Tou 2010, oTa nAdiola Tou ZupPBouliou AikaiooUvng kal EowTepikwv
YnoBsoswv Ta kpdTtn PEAN €ixav kaTaAn&el oe ouppwvia oxeTIKAG PE TV dlaTRPNoN
Tou MNMXT kai Tnv avaykn ouvaync €K VEOU MIAC OUP@wviag WETAtl Twv duo
SUVAPEWV?, KATI NOU apXIKWE Sev EiXe KATaoTel duvaTod, AOyw TNE apvnTIKAC YHPOU

Tou EupwnaikoU KoivoBouhiou®.

1 Metd TIg TpopokpaTikéG emiBéoeig TnG 11" ZenTepPpiou 2001, To Ynoupyeio OIKOVOUIKGOV
Twv HMA avénTuée TO «[Mpdypappa MapakoAolBnong Tng XpnuaTtodoTnong Tng
Tpopokpartiag» (TFTP - Terrorist Finance Tracking Programme), BAcel Tou onoiou anaitnoe,
MEOWw OloIKNTIKWY KARoEwv and Tn SWIFT (Society for Worldwide Interbank Financial
Telecommunication) Tn diaBifacn Oedoueévwv  XPNMATOMICTWTIKWY — GUVAAAywv, N
nAElovOTNTA TwV onoiwv napdyeral os kpatn WEAN Tne E.E..

2 BA. 'Eyypago 6855/2/10, AvakoivwBév TUnou Tng 29987 ouvddou Tou Zuppouiou
Aikaloolvng kal EcwTepikwv YnoBeoswv, BpuEENeg, 25-26 deBpouapiou 2010.

3 Whopiopa P7 TA(2010)0029 Tou EupwnaikoU KoivoBouhiou OYeTikd HE Tnv npdTacn
anogaocnc Tou upBouAiou yia Tn ouvayn TG oupewviag PeTal Tng E.E. kai Twv H.M.A.
OXETIKG pe TNV enefepyaoia kal diapiBacn dedoPEVWV XPNHATOMIOTWTIKWV cuvaAhaywv anod
v E.E. oTic H.M.A. yia Touc okonoUg Tng epapuoyng Tou MMNXT, ZTpacBoupyo 11/2/2010.
lMa To NARPEG Keievo TNG apxIkng Zupeaviag PA. EE L 8/11, Tng 13"5/1/2010.
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http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/el/jha/113292.pdf
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P7-TA-2010-0029+0+DOC+XML+V0//EL
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:008:0011:0016:EL:PDF

JUhpwva pe TIC dnAwoelic TnG Enmimponou yia TIC EowTepikéc YnoBeoeig, Cecilia
Malmstrém, n idia n diacuvopiakn (UON TNG TPOHOKPATIAG EMITACCEl TNV avanTuén
01EBvoUC ouvepyaoiag oTov Topeéa auTo. Kpioiun kabioTaTtal katd Ttnv Enitpono n
TNPNon kanoiwv Bacikwv npolnobeéoswv kata Tnv diaBiaon Tpanedikwv OEDOPEVWV
MeTa&u E.E kai HMA. H npootacia Twv npoownikwv OedouéVWwY, TO JIKaiwWa
OIOIKNTIKNG Kal OIKAoTIKAG MPOOQUYNG, N EYKPION TWV aAITAOEwvV and pia dnuooia
OIKaoTIKn apxn kabw¢ kal n AueECn Kal TAKTIKA evnuEPwon Tou Eupwnaikou
KoivoBouhiou o OAa Ta otadia Tng diadikaciag BewpoUuvTal KPIioIUEG MTUXEC, Ol
onoiec npeénel va AngBouv coBapd unown katd Tnv olvayn TG &v Aoyw

ouppwviac*,

>To idlI0 nvelpa kal nNpoG Tnv idla kateuBuvon KivouvTal Kal ol dNAWOEIC TNG
AvTinpoédpou kai Emirponou TG EE yia ©fuata Aikaioolvng, OegpeNwdwv
Aikaiwpdtov kar I8ayeéveiac, Viviane Reding. 'Onw¢ n idia unooTtnpilel o ogBacpog
NG 1IBIWTIKNG {wNC Kal n dlaoPANIon Tou dNUOKPATIKOU €AEYXOU (HEOW TNG TAKTIKNG
unoBoAng ekbeoswv TnG Enmponng oto Eupwnaikd KoivoBoUAio) B’ anoteAecouv Ta
Bepehia yia Tnv Evapén evog veou yupou dianpaypaTteloswv. ‘Onwg Tovifel n
EniTponog n peA\ovTikn autn oupwvia 8a npoo@épel oTic HMA pntn €yyunon
agoIBaidTnTac o nepinTwon B€omong and nAsupdg E.E evog avTioToixou MNXTS.

Suhpwva pe Tnv idla Tnv Eupwnaiky Enirponn, To oxedio evtoAng Ba npénel va
nepiapBavel pia osipd anod acPalioTIKEG OIKAEIOEC yia Tnv npooTacia Twv
NPooWNIKWV dedopévwy Twv NoAITwV TG ‘Evwong. Mepikeg and auTeg eival: n xpnon
Twv OedOpEVWY anOKAEIOTIKA Kkal MOVO yia Tnv nartagn Tng TPOMOKPATiag, n
anayopeuon 01aBiBacng CUYKEVTPWTIKWV OEDOMEVWV OE TPITEG XWPEG KABWC Kal N
dlatnpnon Twv Oedopevwv €wG NEvTe €Tn. TeAog, avayvwpiletar otnv E.E n
duvaToTnTa Katayyehiag TnG oUupPwviag o nepinTwon napdfacng TwV avwTEPW

EYYUROEOVE.

* BA. SPEECH/10/24, >tpacBoupyo 10/2/2010.
5 BA. AeATio TUnou IP/10/348, Tnc 24™/3/2010.
® INa nepioodTePeG NAnpopopieg PA. ouvanTdpevo MEMO/10/101.
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MEMO/10/101

Brussels, 24 March 2010

Adoption of a proposal for a mandate for negotiating
an agreement on bank data transfers with the United
States government under the Terrorist Financing
Tracking Programme

e What is the Terrorist Finance Tracking Programme (TFTP)?

Under the Terrorist Finance Tracking Programme (TFTP) the United States
Department of the Treasury (U.S. Treasury Department) seeks to identify, track and
pursue suspected terrorists and their providers of finance.

As part of the TFTP the U.S. Treasury Department would require by law SWIFT to
transfer to it identified sets of financial messaging data relevant to terrorism
investigations.

e Which events led the Commission to put forward a new proposal?

On 11 February the Plenary adopted its Resolution withholding consent for the TFTP
Interim Agreement. A letter signed by the President of the Council was delivered to
the US Secretary of State on 22 February stating that as a consequence of the
Parliament's Resolution, the EU cannot become a party to the Interim Agreement
and terminating the provisional application of the Agreement.

In order to avoid security gaps as relevant data are only kept for 124 days by SWIFT,
the Commission is putting forward a new proposal which should meet the European
Parliament concerns.

e What kinds of data are to be covered by the agreement? How would they
be processed?

The data transferred under the TFTP are financial transaction record data. Such data
may include identifying information about the originator and/or recipient of the
transaction, including name, address, national identification number and other
personal data related to financial messages.

Under the TFTP, requests for data are narrowly tailored based on past analyses of
relevant message types, geography and perceived terrorism threats. General data
sets would be transferred to the Treasury Department under the TFTP. However
these data would not be subject to open-ended searching, but instead to specific
searches based on pre-existing information demonstrating a reason to believe that
the subject of the search is connected to terrorism or its financing. Data not subject
to a specific search would be kept anonymous.



While the data requested under the TFTP represent only a small fraction of all
SWIFT "FIN" messages, the essence of the TFTP is that each month a large volume
of data is transferred. When Treasury Department request data, they do not know
the identity of the terrorists who may plot an attack 6 months later. So the request for
data is necessarily broader than suspects already under criminal investigation.

e What safeguards for the protection of personal data are proposed in the
draft mandate?

Personal privacy is guaranteed since the data on the TFTP database are effectively
anonymous unless there is a reason to believe that a person is engaged in terrorism
—in which case that person's data can be extracted and seen.

The draft mandate provides for significantly greater data protection safeguards than
under the Interim Agreement. These include:

- Effective rights of administrative and judicial redress on a non-discriminatory
basis;

- Rights of access, rectification and erasure of data;

- Greater monitoring involving not only an EU review process but also regular
reporting by the Commission to the Parliament covering issues such as the
quantity of messages processed, the sharing of TFTP-derived information and
the number of cases where TFTP information has been used for counter
terrorism purposes.

- Transfers of data must be approved by a judicial authority.

The draft mandate includes significant data protection guarantees such as a strict

counter terrorism purpose limitation, an absolute prohibition on transfers on bulk data

to third countries (only leads on terrorists derived from the analysis can be
transferred) , and the EU will have the right to terminate the Agreement in the event
of breach of any of the data protection safeguards.

In line with EU law, the mandate will propose a general maximum data retention
period of 5 years.

e Isthe TFTP important for European security?

More than 1450 TFTP-generated leads have been passed to date to European
governments from January to September 2009. Concrete examples of the benefits of
TFTP-derived information include:

- TFTP information provided substantial assistance to European governments
during investigations into the Al-Qa'ida-directed plot to attack transatlantic airline
flights travelling between the EU and the United States. TFTP information
provided new leads, corroborated identities and revealed relationships among
individuals responsible for this terrorist plot. In mid-September 2009 three
individuals were convicted in the UK, and each was sentenced to at least 30
years in prison;

- In early 2009 TFTP was used to identify financial activity of a Europe-based Al-
Qa'ida individual who played a role in the planning of an alleged attack on
aircraft. The information was passed to the governments of European and
Middle Eastern countries;



- In summer 2007 the TFTP was used to identify financial activities of members of
the Islamic Jihad Union (1JU) in Germany. This information contributed to the
investigation and eventual arrest of IJU members plotting to attack sites in
Germany. The TFTP continued to provide additional useful information to
German authorities following the arrests. The persons subsequently confessed.

e Does the mandate foresee a EU Review Process?

The mandate provides for regular reviews of the safeguards, reciprocity provisions
and proportionality of the TFTP. It seeks to ensure a balanced representation in the
EU review team of counter terrorism and data protection experts. It leaves open the
detail of who would patrticipate in this team.

e Whatis the timeframe?

With concerns running high about the security gap, we envisage that a new
agreement should be signed this summer.
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